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POLICY STATEMENT

This Body Worn Cameras (BWC) policy document gives valuable
guidance as to when the use of BWC is considered to be beneficial. It
should always be used in conjunction with

Tendring District Council’s CCTV Code of Practice and any other
legislation in force at the time.

Our aim will be to use BWC to assist in the operational enforcement
duties of our Officers and as such will be used in the following key
areas:

® Waste Accumulation e Parking Enforcement
® |Investigations e Legal Evictions
® Inspections of Houses of Multiple e Gypsy and Traveller
Occupation encampment patrols
® Fly Tipping Investigations e Licensing & Planning
® |nspections of Caravan sites e Enforcement
e Littering Enforcement e General patrols at key eventsi.e.
® Domestic Enforcement activities Clacton Airshow
® Dog Fouling Enforcement
® Anti-social behaviour (ASB) —

general patrols

This list of purposes for which BWC will be used may be added to in the
future should there be the evidence to support the need, therefore
Tendring District Council does reserve the right extend the use of BWC if
it is deemed necessary and proportionate when risk assessed.

The infroduction of BWC allows Officers to record exactly what
happened, what was said and when, in an undisputable format. Their
use will be in accordance with our policy/process and should be:

Enforcement
Related

Legitimate

Incident

e Justifiable
Specific

Proportionate Necessary



This policy and the following guidance for the use of BWC details when they should be utilised for
overt video/audio recording. This document will:

Deter members of the public from verbally or physically abusing our officers when they are carrying
their lawful duties

e Assist in the issuing of Fixed Penalty Notices (FPN's) and help identify offenders

e Assist in evidence gathering for civil prosecutions for environmental crime

e Assist in providing the Council, and other organisations as authorised, with necessary evidence upon
which to take criminal and civil actions in the Courts

Assist Tendring District Council in complying with their legal obligations on the Health and Safety of its
employees

Assist the prevention and detection of crime

Assist in the investigation of allegations of inappropriate conduct by officers

Reduce complaints against officers and ease complaint management

Support de-escalation and conflict management

Preserve the Reputation Management of the Authority

This use of BWC and the associated policies and procedures, will at all times comply with National
Legislation and any Statutory Acts that are in place to safeguard the use of BWC for overt
video/audio recording.

BWC are covered within the remit of the Tendring District Council CCTV Code of Practice 2021 and as
such there will be a regular audit of the system and protocols. Any recommendations from these
audits will be implemented at the earliest opportunity. In addition the BWC and associated
documentation will also be subjected to the Surveillance Camera Commissioners (SCC) audits.

A consultation process has taken place with the Tendring District Council Corporate Enforcement
Group, Colleagues within the Community Safety Partnerships, and the public by way of the
Independent Advisory Group who were found to be wholly supportive.

Reviews of this BWC policy will be undertaken periodically and when necessary as part of the review
of the CCTV Code of Practice. However, should any person feel the need to make a formal
complaint on the use of BWC for the specified purposes or this policy document they can submit their
complaint via the Council's Complaints Procedure which can be found online at
https://www.tedringdc.gov.uk/council/consultation-contact-and-complaints/how-complain
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1. INTRODUCTION

1.1

This policy sets out the aims and objectives of
Tendring District Council in its use of BWC and will
be a living document that will be reviewed on a
regular basis to reflect any future changes in
National Legislation. This document will also be
available on Tendring District Council’s website
to ensure that there is fransparency at all times
on the use of BWC.

1.2

Tendring District Council are responsible for
providing the services of protecting the
environment and enforcing legislation within the
district. In order to support the Council in
achieving this objective policies and procedures
are in place to both educate and enforce
National Legislation.

1.3

As part of the ongoing review of how Tendring
District Council delivers on these objectives it has
infroduced the use of BWC cameras with audio
capability for our Officers.

1.4

The use of BWC will support our officers in
obtaining the necessary evidence to assist in the
issuing of Fixed Penalty Notices (FPN's), to assist in
evidence gathering for civil prosecutions, act as
a deterrent against acts of aggression, verbal
and physical abuse towards our officers, and
infroduce additional Health and Safety measures
into their role.

1.5

Video and/or audio evidence obtained from
using BWC could be used in cases when FPN's
are being challenged in a civil court and other
civil prosecutions undertaken by Tendring District
Council e.g. the illegal disposal of frade waste. It
must also be noted that evidence obtained may
be shared with the Police and the judicial system
in general should there be the requirement.

1.6

The BWC will be issued to Officers as part of their
Personal Protective Equipment (PPE) however,
Tendring District Council will reserve the right to
infroduce BWC to other teams within the Council
if a risk assessment demonstrates a need, if the
Officers in question have had adequate training
(see section 5 below), and at the direction of
Senior Management in consultation with the
Corporate Enforcement Group.

2. LEGISLATION

2.1

The BWC cameras will be used in accordance with the following National Legislation and Guidance

at all times;

General Data
Protection Regulation

Human Rights
Act 1998

Data protection

Surveillance Camera
Commissioners
Codes of Practice

Protection of

Freedoms Act 2012

Information British Standards

Commissioners CCTV
Codes of Practice

Act 2018

BS 8593:2017




3. OPERATIONAL AREAS FOR USE OF BWC

3.1

The use of BWC by our Officers will assist them to deliver their services more effectively and efficiently.
The Officers undertake a wide range of duties however, as indicated within the policy statement, it is
anficipated that the following are the key duties where the use of BWC will play an integral part,
along with the caveat that Tendring District Council does reserve the right to extend the use of BWC
to other Council teams or other duties if appropriate.

® Waste Accumulation Investigations e Parking Enforcement

® |nspections of Houses of Multiple e Legal Evictions

® Occupation e Gypsy and Traveller encampment patrols
® Fly Tipping Investigations e Licensing & Planning Enforcement

® |nspections of Caravan sites e General patrols at key eventsi.e.

e [ittering Enforcement Clacton Airshow

® Domestic Enforcement activities

® Dog Fouling Enforcement

[}

Anti-social behaviour (ASB) — general
paftrols

4. BWC TYPES

4.1

The type of BWC may vary
during the lifetime o—f use by
our Officers. This will be to
ensure that whatever product
is utilised it will be compatible
with any changes in National
Legislation relating to
surveillance.

Any BWC used by our Officers
will feature encrypted video
and audio which can be
42 activated manually.

Any BWC used by our Officers
will be compliant to the FCC
and CE standards and will
have a protection rating of at
least IP65.




6.1

5. TRAINING

5.1

Officers will undertake training in the
use of the use of BWC before they
can deploy said cameras. The
training will include all general
operatfional day fo day aspects, use
of the BWC, an understanding of the
administration and auditing software

5.2

The training also includes reference to
relevant National Legislation and
Guidance that pertains to the use of
BWC thereby ensuring that at all
times the officers are acting within,
and in accordance with, the law. This
training will ensure that all the officers
will be able to demonstrate that they
are proficient and confident in the
use of BWC cameras.

6. USE OF BWC BY OFFICERS

Each Officer should have their BWC camera
clearly visible at all times and it must be worn
on the front of their work ware in the camera
harness. They must also have a clearly visible
warning sign on the front of their work ware in
order that that the public are fully aware that
they are using their BWC to record the
events.

6,2 There is no requirement to obtain the express

6.3

consent of the person or persons being fimed
since the actions of the Council, in fulfilling a
public function and applying the law, are
deemed to be lawful.

Filming in a public place is lawful. An officer
can make a recording both in public or
private premises so long as it is proportionate,
legitimate and necessary. An individual
being filmed may however make
representations to the officer not to film. This
will not prevent fiiming taking place. The
decision to film, continue filming or not to film
rests with the officer however, the officer
should make a note of why they ceased
filming while still with the person.

Officers give consideration to circumstances
or environments where a greater degree of
privacy would be expected and, where
possible, restrict recording to those individuals
and areas where it is necessary in order to
provide evidence relevant to the incident.

The BWC may be activated for sound and
vision when the officer arrives at the scene of
an incident (i.e. legal evictions) or when the
Officer is deployed in public situations (i.e.
general ASB patrols).

To ensure that there are no ambiguities
surrounding the use of BWC, when arriving at
the scene of an incident, and at the earliest
opportunity, the Officer will verbally inform
the member/s of the public that the BWC is in
use. The Officer will state their name, their job
title, and that the BWC is activated recording
both sound and vision.

6.4

6.5

6.6



6.7 The Officer should give members of the

public information relating to how they can
apply for access to the recorded data. Each
Officer will carry information cards.

6,8 Should a member of the public wish to make

6.9

a complaint about any aspect of the use of
the

BWC or the data processed thereafter then
they should be given the information relating

to how they can make the formal complaint.

This will also be on the information cards
(seeé.4 above).

If the BWC is being used for a patrol (i.e.
where there has been an incidence of fly
tipping or dog fouling), as soon as it is
activated, for the record the Officer should
state their name, their job fitle, the time and
date, the location, and the reason for their
patrol.

7.1

All recordings require a lawful basis in
order to justify infringement of Article
8 of the European Convention on
Human Rights. An officer can make a
recording both in public or private

premises so long as it is proportionate,
legitimate and necessary. An officer
at an incident in a private dwelling
may therefore use BWC if there is a
genuine reason for doings so.
Normally use of BWC will take place
in a public place.

7. USE OF BWC IN PRIVATE DWELLINGS

It is inevitable that in some circumstances the 6.1 0

movements and actions of other persons
may be captured when BWC are being used
(collateral intrusion). Officers are trained to
ensure that, wherever possible, the focus of
their activity is on the subject of the Officer’s
attention. In circumstances where members
of the public are captured in any video or
audio information, and they are unrelated to
any offence under investigation, attempts
will be made protect their identities should
the matter be presented to a court. The
footage would not be disclosed under a
subject access request to any other person.

\

7.2

The officer will be mindful to exercise
discretion and recording should only
be used when it is relevant to an
incident and necessary, and other
methods of information gathering
would not be as effective. In
circumstances where an occupant of

a dwelling objects to the recording
taking place, but where an incident is
on-going or allegations of a criminal
nature are being made, Officers are
recommended to continue with a
recording, but explain their reasons
for doing so.




8. DATA MANAGEMENT

8.1

8.2

8.3

8.4

8.5

8.6

8.7

All the images that are recorded through the use of BWC will be downloaded onto a
designated Secure server at the conclusion of the officer’s tour of duty and the recorded
data will automatically be accessible through the Council’s secure network thereafter.

All the images downloaded will be retained for a maximum of 60 days. This allows time
enough for notification of action being taken or a Fixed Penalty Notice to be issued to an
individual, and for the individual to challenge the action. The recorded footage from the
BWC can be used as part of the prosecution case.

If recorded data is used in any formal proceedings then it will be retained for up to 12
months thereafter to allow for any appeals or challenges that may follow the conclusion of
the case. However, we do reserve the right to retain recorded data beyond the 12-month
period should there be a legitimate reason to do so. Any request to retain the data would
be made to the Head of Service of the particular feam involved.

BWC can collect valuable evidence for use in criminal prosecutions, therefore each
individual Officer should act with integrity and transparency as potentially the data
recorded could provide objective evidence of controversial events. The use of BWC offers
protection for both members of the public and council staff. However, this justification may
be closely scrutinised by a court, hence BWC recordings will not be retained for longer than
60 days where there is no clear evidence of an offence/contravention.

The footage captured by BWC will in most cases amount to personal data as defined by
the Data Protection Act 2018. Data subjects have a right under the Act to be told what
personal information an organisation holds about them and to be provided with a copy if
requested — commonly referred to as a Subject Access Request. However, exemptions may
apply. Schedule 2, Part 1, paragraph 2 (1) of the Data Protection Act 2018 provides that the
rights to restrict processing or object to processing of data, to request erasure of date, or
ask for the supply of the data, do not apply to personal data processed for the prevention
or detection of crime or the apprehension or prosecution of offenders.

All requests for access to data by the individual data subject, external agencies or Internal
Directorates will be processed through the protocols and procedures of the CCTV Code of
Practice (section 4.3.5). Further information can be found on the Council’s website at
https://www.tendringdc.gov.uk/council/your-right-know/data-protection-privacy-notice-an
d-cookies

The downloading of data can only be undertaken by specifically nominated officers who
will be authorised to both download and release the data in accordance with the
profocols and procedures of the CCTV Code of Practice.

10



9. LEGISLATION EXTRACTS

GENERAL DATA PROTECTION REGULATION

(i) All operators of CCTV should be aware of their legal obligations under the General Data
Protection Regulation (GDPR).

(i) The Information Commissioner states: -
"The changes in Data Protection Legislation mean that for the first time legally enforceable
standards will apply to the collection and processing of images relating to individuals"

(i) In view of Para (i) all operators of CCTV are responsible for the way they obtain and process the
images they capture.

(iv) Information relating to Data Protection is available from Tendring District Council’'s website at
www.tendringdc.gov.uk/council/your-right-know/data-protection-privacy-notice-and-cookies

In compliance with Article 13 of the GDPR, further information relating to how we use personal data
can also be found on the same page.

Further information

You can contact Tendring District Council’s Information Governance Manager on
joarker@tendringdc.gov.uk

Home Office website www.homeoffice.gov.uk and the Information Commissioners Office website
www.ico.gov.uk or contact the Information Commissioners Office at Wycliffe House, Water Lane,

Wilmslow, Cheshire SK? 5AF.

HUMAN RIGHTS LEGISLATION

(i) All operators of CCTV should be aware of
their legal obligations under the Human
Rights Act 1998.

(ii) Article (8) of this Act states the following: National security

® Everyone has the right to respect for private Public safety
and family life, home, and correspondence. Prevention of
disorder of crime

e There shall be no interference by a public
authority with the exercise of this right
except such as is in accordance with the
law and is necessary in a democratic
society in the interest of: -

Economic Protection of

well-being the rights and
of the country freedom
of others

e An interference corresponds to a pressing social need and is proportionate to the legitimate aims
pursued.

11



(iii) In view of Para (i) officers and users of Body Worn Cameras are required to consider this article
when dealing with recorded images and must not record beyond what is necessary for
enforcement and security purposes.

(iv) Article 6 provides for the right to a fair trial. Allimages from BWC have the potential for use in
court proceedings whether they provide information that is beneficial to the prosecution or
defence. The information must be safeguarded by an audit trail in the same way as other evidence
that is retained for court in accordance with Criminal Procedures Investigation Act (CPIA

FREEDOM OF INFORMATION ACT (FOI)

The Freedom of Information Act 2000 applies to all information held by the Council. Any individual or
organisation can make a written request for information to the Council. We have to respond within
20 working days, providing either the information, confirmation that we do not have it, or an
explanation of why it is being withheld.

The Freedom of Information policy sets out what staff need to do in order to comply with the Act’s
requirements. The policy, and the Council's approach, is based on an assumption of openness. Staff
will handle all requests for information with the presumption that the information will be disclosed.
Applicants do not have to prove that they are entitled to receive what they have asked for. The
Act’'s exemptions will be used only to prevent specific and unwarranted harm, damage, or
prejudice to the interests of the public or to the Council’s ability to deliver services to them. Al
requests will be dealt with on a case-by-case basis.

Information relating to FOIs can be found on the Council’'s website Freedom of Information and EIR
requests - Privacy Notice | Tendring District Council (tendringdc.gov.uk).

Further Information

Protection of Freedoms Act 2012 - http://www.legislation.gov.uk/ukpga/2012/9/contents/enacted
Data Protection Act 2018

http://www.legislation.gov.uk/ukpga/2018/12/contents/enacted

The General Data Protection Regulation
Guide to the General Data Protection Regulation - GOV.UK (www.gov.uk)

Information Commissioners CCTV Codes of Practice
https://ico.org.uk/for-organisations/guide-to-data-protection-1998/encryption/scenarios/cctv/

Surveillance Camera Commissioners Codes of Practice
Surveillance Camera Code of Practice (publishing.service.gov.uk)

British Standards BS 8593:2017
https://shop.bsigroup.com/ProductDetaqil/2pid=000000000030345718
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